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ABSTRACT 
Detection and mitigation of Distributed Denial of Service 

(DDoS) attacks require immediate and automatic response in 

real-time to prevent or minimize the system downtime. We 

argue that Network Functions Virtualization (NFV) opens up the 

door to new solutions to these challenges. This paper focuses on 

SYN flooding as a common and powerful form of DDoS attack. 

We present an NFV-based solution to detect and mitigate SYN 

flooding attacks without human intervention. The proposed 

solution provides an internally collaborative detection 

framework to ensure that the detection system resists during the 

attacks. Our defense system aggregates and analyzes multiple 

reported SYN patterns to generate customized blocking rulesets 

based on the detected patterns. Simulated attack testing 

scenarios demonstrate the effectiveness of our approach. 
 

Keywords: Distributed Denial of Service (DDoS), SYN 

Flooding, Network Functions Virtualization (NFV), 

Detection, Firewall. 

1. INTRODUCTION 

The SYN flooding attack is a form of Distributed Denial 

of Service (DDoS) attack in which the attacker floods an 

application server with a massive number of malicious 

SYN packets causing the service to be temporary 

unavailable for legitimate users. Despite the use of 

security methods such as firewalls and Intrusion 

Detection Systems (IDSs), DDoS attacks continue to 

occur. This continues is due to three major factors: 

weaknesses in DDoS attack detection, limitations of 

traditional protection measures, and difficulty in applying 

automated defense against DDoS attack.  

Weaknesses in DDoS attack detection are primarily due to 

the fact that DDoS detection solutions that rely on  

signature-based techniques, only successfully detecting 

such attacks if the traffic pattern matches known attack 

patterns [1]. However, if the attacks use unknown (zero-

day) patterns, these solutions are ineffective. Similarly, 

detection methods that apply supervised machine learning 

algorithms only detect previously trained malicious 

patterns. These limitations highlight the need for detection 

mechanisms that apply unsupervised clustering.  

Traditional security measures such as SYN proxy and 

firewalls, cannot effectively defend against SYN flooding 

attacks for many reasons. First, implementing SYN proxy 

simply moves the impact of the DDoS attack from the 

application server to the proxy server [2]. Second, these 

proxies can be easily overwhelmed by high volumetric 

DDoS attacks. Third, firewalls use pre-defined filtering 

rules, requiring frequent updates. In this case, 

administrators must manually analyze a sample of the 

traffic to identify malicious patterns and then adjust the 

firewall rules to filter attacks traffic. While administrators 

may set a maximum number of sessions per source or add 

the attack sources to black lists, attackers using spoofed 

sources make their attacks difficult to detect and block 

[3].  

Network Functions Virtualization (NFV) is a new 

networking paradigm [4]. In this paradigm, network and 

service functions such as routers, firewalls, etc. are 

deployed in software-based functions running on Virtual 

Machines (VMs). Automated life cycle management of 

these network and security functions is achieved through 

NFV, based on the need. Thus NFV can assist in 

developing an automatic defense in real-time to prevent or 

minimize the impact of DDoS attack. 

 In our previous paper [5], we proposed a holistic DDoS 

defense model aiming to provide a generic framework to 

detect and mitigate all types of DDoS attack. Our prior 

model operates in two stages: screening and decision. In 

the screening stage, the system screens and analyzes 

DDoS attacks indications. In the decision stage, the 

system applies a proper mitigation method based on the 
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detected form of DDoS attack in the first stage. In this 

paper, our contributions are:  

 Presenting a collaborative screening design 

through different screening elements types 

 Developing a SYN flooding attack detection 

method  integrating multiple screening elements 

 Developing a central learning method 

aggregating and analyzing multiple reported 

SYN patterns to generate customized rulesets to 

block the detected patterns 

 

The remainder of this paper is organized as follows: 

Section 2 reviews related work. Section 3 presents the 

proposed collaborative detection design. Section 4 

presents the mitigation approach. Section 5 describes the 

experiments and discusses the results. Finally, we draw 

conclusions and indicate future work in Section 6. 

2. RELATED WORK 

There is a large amount of research proposing different 

methods of SYN detection and mitigation. We focus on 

research that uses packet and traffic features for attack 

detection.  

Degirmencioglu et al. proposed an adaptive mitigation of 

SYN flood attacks [6]. Their approach used three 

supervised learning algorithms to classify SYN packets as 

malicious or benign. The training process used different 

sizes of samples starting from 10 % to 90% of the dataset. 

They used classification results to generate temporary 

firewall rulesets to block spoofed SYN packets. Once the 

number of the dropped packets is less than a pre-defined 

threshold, the temporary rulesets are removed. This work 

did not detect unknown (untrained) SYN patterns. 

Moreover, real-time test results were not demonstrated.  

Kumar et al. proposed a SYN flood detection mechanism 

[7]. Their proposed method sniffed some packet features 

then extracted traffic features for each IP address. Then, 

two classifiers, namely the K-nearest neighbor and 

artificial neural network, were used to distinguish 

between malicious and benign traffic. This approach used 

supervised learning, requiring regular updates to adapt to 

new changes in traffic and attack patterns.   
Kshirsagar et al. presented a SYN detection method based 

on threshold and misuse [8]. If the number of packets 

exceeds a threshold within a specific time window, the 

source is considered an attacker. Their system captured 

TCP packets then it extracted the packet features such as 

source port, source address, destination address, 

destination port, and protocol type. The system built a 

database of these extracted features to generate signatures 

for detecting DoS attacks. 

 

Al-Hawawreh [9] proposed a SYN detection approach, 

which used extracted statistical features from TCP/IP 

packets’ headers. To select the best features among the 

extracted features, three filtering methods were used: 

Relief F, Information Gain, and Gain Ration. The 

performance of this detection approach was tested using 

different supervised and unsupervised machine learning 

algorithms; indicating success in detecting flood packets.  

Thang et al. in [10] proposed an enhancement to their 

previous work [11]. The new method applied multiple 

layers of the Bloom Filter algorithm on the Packet ID 

(PID) value to distinguish real packets from spoofed ones. 

The first layer stored the information of real packets in a 

table. The second layer determined different IP addresses. 

The last three layers stored PID values. This multi-layer 

method may affect Quality of Service (QoS) due to the 

multiple checks and requires storage (tables) for the 

information related to the IP addresses and packets IDs.  

3. A COLLABORATIVE SYN FLOODING 

DETECTION APPROACH 

This section reviews our holistic DDoS detection and 

mitigation model to provide essential background for the 

proposed detection approach. We also present a 

collaborative screening design of multiple screening 

elements cooperating to detect malicious SYN patterns. 

3.1 Background 

In this section, we describe a refined version of our holistic 
DDoS mitigation framework using NFV [5]. The model 
runs in two stages: screening and decision. The model 
creates a novel Virtualized Security Function (VSF); a 
screening component, for dedicated DDoS detection. This 
new security function is responsible for running the 
detection mechanism and deploying the appropriate 
mitigation, discussed in Section 4. Figure 1 illustrates the 
model component architecture. 

 

Fig. 1.  DDoS holistic detection and mitigation model 
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3.1.1 Screening component 

This component is responsible for the detection of DDoS 

attack indicators that are related to the traffic and receives 

reported alerts from the application servers. Based on the 

analysis of the detected attack signs of both traffic and the 

application server (via alert protocol), the screening 

component invokes the appropriate detection algorithm 

and the mitigation strategy according to the attack type. 

Multiple instances of this component may be created as 

required to combat the attack. 

 

3.1.2 Alert protocol 

The alert protocol is used as a DDoS victim identification 

method. It is implemented on the application server to 

monitor and report the server’s status to the screening 

component with an alert message. The protocol sends the 

message when certain conditions exist and thresholds are 

exceeded. Figure 2 shows the types of data included in the 

alert message. The resource status field includes the CPU 

and memory utilizations which are represented by a flag, 

e.g., W (Warning), N (Normal) or S (Safe). The health 

data includes any other attack indicators. When either 

resource usage or health data reach a threshold, an alert 

message is generated and sent to the screening component.  
 

VM ID Service ID Server IP Resource status Health data 

Fig 2. Alert message format 

Our model detects the presence of DDoS attacks through 

the screening component and alert protocol. The 

screening component (a network-based detector) monitors 

signs related to traffic flow while the alert protocol (a 

host-based detector) monitors the signs associated with 

application servers. These two types of data are analyzed 

by the screening component to detect attacks. The 

analysis results determine the type of packets that should 

be sampled and which detection algorithm the screening 

component should invoke. However, this article 

specifically illustrates our implementation of the model to 

detect and mitigate SYN flooding attacks. 

3.2 Screening Actualization 

The screening stage in our detection and mitigation model 

is accomplished by two types of screening elements: 

agents and controller.  

 

3.2.1 Agents 

Screening agents are multiple Virtualized Network 

Functions (VNFs) running on multiple Virtual Machines 

(VMs) to inspect and detect SYN flood attack. In our 

proposed system, each screening agent instance is 

allocated a fixed amount of resources. Each agent 

routinely monitors a specified network link for traffic rate 

and performs deep-screening for malicious SYN pattern 

when requested by the controller. 

 

3.2.2 Controller 

This command center element acts like a human brain for 

the network. It is connected to the NFV orchestrator, all 

VNFs including agents, and application servers. It 

manages the screening agents and monitors the network 

status. It continually listens for alert messages from the 

application servers. The controller is also responsible for 

sending pattern scanning requests to the agents when 

attack is suspected. The controller uses a central learning 

of malicious SYN patterns and compares all reported 

SYN patterns from all screening agents to generate 

customized blocking rulesets based on the detected 

patterns.  

3.3 System Architecture 

In the proposed system, all the agents are connected to the 

screening controller. There is no communication between 

the agents. Each agent reports the detected SYN patterns 

to the controller for aggregation and analysis. The system 

includes a minimum requirement of two screening agents. 

The system uses a load balancer to distribute traffic flow 

among the screening agents. The system architecture is 

illustrated in Figure 3. 

  

 

Fig. 3.  Collaborative detection system framework 

3.4 Detection Method 

The detection method aims to identify zero-day SYN 

patterns. Both screening elements, agents and controller, 

share the responsibility of the attack detection. Table 1 

delineates each element’s tasks and algorithms. 

Table 1: Functions of the screening elements  

Element Task Algorithm 

Agents 
Calculate network-link rate 1 

Screen for SYN pattern 2 
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Report the detected SYN 

pattern(s)  
2 

Controller 

Listen to alert messages 3 

Global network status monitoring 3 

SYN pattern aggregation and 

blocking ruleset generation 
4 

 

3.4.1 Agents detection functionality 

The agents run in two modes: stand-by and deep-

screening. The mode defines how the agent acts and 

information it shares with the controller.  

 

A. Stand-by mode 

In stand-by mode, each agent calculates the network link 

traffic rate and listens for start or stop scanning request 

messages from the controller (Algorithm 1). If the 

message is a start scanning request, the agent invokes the 

deep-screening mode to inspect SYN packets looking for 

DDoS pattern (Algorithm 2). When the controller 

becomes familiar with the SYN pattern, it broadcasts a 

stop scanning message to all agents to exit the deep-

screening mode. 

 

Algorithm 1: Stand-by mode 

1: loop: 

2: calculate tr     // tr: incoming traffic rate of the link 

3: send tr to the controller 

4: check for pattern scanning message from controller 

5: if message = = start then 

6:        run deep-screening algorithm 

7: else if message = = stop then 

8:         exit deep-screening algorithm 

9: end if 

10: end loop 

B. Deep-screening mode 

The detection algorithm during this mode aims to identify  

the malicious pattern (packets share some identical header 

features). Agents start screening for malicious patterns in 

SYN packets (Algorithm 2), when they receive start 

pattern scanning request messages from the controller. 

Each agent samples SYN packets that are going to the 

server sending the alert message for pattern analysis (lines 

1-7). Then the algorithm extracts some packet features 

such as TTL, Flags (Do not fragment bit), total length, 

window size, and destination port and performs the 

clustering process using an unsupervised machine 

learning method, the Density Based Spatial Clustering of 

Applications with Noise (DBSCAN) algorithm [12], 

(steps 8 and 9). If one or more SYN pattern is recognized, 

the agent reports to the controller the detected pattern of 

malicious SYN packets (line 10). The following is the 

format of the report message sent from each agent to the 

controller:  

 

agent  controller: Pattern <agentID, winID, P >, where  

 winID is the time window used by the controller 

for time synchronization when grouping reported 

patterns  

 P is a vector representing the detected SYN 

pattern  

Algorithm 2: Deep-screening  

Input: server_IP, sample size 

Output: set of patterns {P1,P2,…,Pi} 

1: while window < sample size 

2:          for every TCP incoming packet  

3:                   if flag = = SYN 

4:                           record packets in CSV file 

5:                   end if 

6:          end for 

7: end while 

8: extract features from sample packets 

9: run DBSCAN algorithm to cluster samples 

10: report pattern to controller 
 

Figure 4 illustrates when the agent invokes and stops the 

deep-screening mode. 
 

 

Fig. 4.  Detection modes on agent 

 

3.4.2 Controller detection functionality 

The controller continuously runs the network status 

monitoring algorithm. Additionally, it runs the pattern 

aggregation and filtering ruleset generation algorithm 

when it suspects the presence of DDoS attack. The 

following are the details and pseudocode of each 

algorithm. 

 

A. Network status monitoring 

The controller monitors the network status and checks for 

the present of SYN attack using four indicators: 
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 I1 = High traffic rate detected by screening 

controller 

 I2 = High number of half-open connections at the 

server  

 I3 = High density of SYN packets in the 

incoming traffic 

 I4 = SYN pattern or patterns found in the deep-

screening mode by the screening agents 

The controller continuously checks for both the first and 

second indicators: whether the global network incoming 

traffic is within the normal traffic range and if any alert 

message with flag = W was sent by an application server, 

indicating a high number of half-open connections. If they 

both are true, the controller checks for the third indicator. 

If it is also true, the controller will check for the fourth 

indicator. However, if I1 is true and I2 is false, it means 

there is no probability of SYN attack (e.g. flash crowd) 

and I2  shouldn’t be true without previously detecting I1 

(high traffic rate). 

The controller uses the variable confidence_level to 

distinguish a flash crowd from DDoS attacks. The 

confidence_level has five values, ranging from 0 to 4 

indicating the number of true attack indicators.  

To determine for the first indicator, the controller uses the 

monitoring matrix (Figure 5) to collect the reported traffic 

rates from all the agents (line 2-3 of Algorithm 3). Then it 

calculates the global traffic rate and compares it to the 

normal rate range (line 4-5). The administrator is 

expected to maintain a profile of hourly range of normal 

rate according to the analysis of different times of the day 

during weekdays and weekends. Abnormal traffic rate 

may be a sign of DDoS attack. For example, in the DDoS 

attack that targeted Dyn in 2016, the malformed traffic 

was 40-50 times greater than the normal rate [13]. Thus, if 

the controller finds the global traffic rate is greater than 

the normal rate, it writes this event to the log file 

(Reporting module) and sets the confidence_level to 1. 

 

    
Agent ID Traffic rate Win ID 

   

Fig. 5.  Monitoring matrix 

 

To check for the second indicator, if an alert message is 

received, the controller inspects the health data field to 

check whether the second indicator is true (e.g., flag = 

W). If so, the confidence_level is changed to 2.  

If the first and second indicators are true, then the 

controller collects a window of the incoming packets to 

check for the ratio of SYN packets. If the ratio is greater 

than a threshold, third indicator is true, then the controller 

sends a start pattern scanning request to the agents to 

check for malicious SYN pattern (fourth indicator). 

As more indicators are found, the chance that the network 

in under a SYN flooding attack increases. We calculate 

the Attack Possibility (AP) ratio using the following 

equation: 

 

(1) 

 

The AP reflects increasing confidence_level, as shown in 

Table 2. For example, if the detection mechanism only 

finds the first indicator, high traffic rate, is true, we assess 

25% possibility of a DDoS attack. In this event, we assign 

a confidence_level of 1. If the first and second  indicators 

are true, the possibility of a DDoS attack rises to 50% and 

the detection mechanism increases the confidence_level to 

2.  
 

Table 2: Assessed confidence of SYN attack  

Confidence_level 
Detected 

indicators 
AP 

0 0 0% 

1 I1 25% 

2 I1 + I2 50% 

3 I1 + I2 + I3 75% 

4 I1 + I2 + I3+ I4 100% 

 

The controller also uses another variable status to indicate 

network status with values: Normal and Alert. The default 

value for the network status variable is Normal. However, 

the controller changes this value to Alert when the 

confidence_level reaches 3 (steps 12 and 13), implying 

the first three indicators are true. Once the network status 

is in alarm, the controller invokes Algorithm 4 to collect 

and aggregate the reported patterns from the agents to 

generate security rulesets to block the SYN attack. If a 

pattern is found, it means that the fourth indicator is true. 

The controller sends a request to the NFV orchestrator to 

create XFirewall and then applies these new rulesets 

(steps 26 and 27).  

However, if the following two conditions are both met: 

(1) the victim application server sends an alert message 

with flag S (e.g. Safe) to controller, and (2) global 

network traffic rate returns to the baseline range, the 

controller changes the status back to Normal, resets the 

confidence_level to zero, and sends stop scanning request 

message to all agents.  

 

Algorithm 3: Network status monitoring 

Initialization: 

confidence_level = 0 

status= Normal 

Input: baseline rate range 

1: loop: 
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2: collect traffic rate from all agents 

3: update monitoring matrix 

4: calculate global traffic rate 

5: if global traffic rate > baseline rate then 

6:       write event to log file 

7:       set confidence_level = 1 

8:       if alert message with flag = W then 

9:                 write event to log file  

10:                 set confidence_level = 2 

11:                if ratio of SYN packets > threshold 

12:                           set confidence_level = 3 

13:                 status = Alert 

14:             send start scanning request to agents 

15:            listen for reported patterns (algorithm 4) 

16:         end if 
17:        else if alert message with flag = S and global 

traffic rate <= baseline rate then 

18:        status = Normal 

19:        send stop scanning request to all agents 

20:        reset the confidence_level to zero 

21:        end if 

22: end if 

23: while status= Alert 

24:        continue running algorithm 4 

25: end while 

26: request Xfirewall creation 
27: connect to Xfirewall and apply configurations 
28: connect to gateway to change routing  
29: end loop 

B. SYN pattern aggregation and blocking ruleset 

generation 

The controller uses Algorithm 4 to collect the reported 

patterns sent by the agents during the deep-screening 

mode.  

The controller uses pattern matrix to aggregate the 

reported SYN pattern by the agents. Figure 6 represents 

the pattern matrix elements. Each vector in the matrix 

represents the reported pattern and its weight (w). 

 
Pattern 

ID 
Attribute 

1 
Attribute 

2 
Attribute 

3 
Attribute 

4 
Attribute 

5 
w 

       

Fig. 6.  Pattern matrix 

 

 

 

 

When the controller receives a reported pattern message, 

it first checks the message’s freshness using window ID 

to ensure that the messages are within the same timeframe 

(line 2). If fresh, the controller checks whether or not the 

pattern already exists in the pattern matrix (line 4). For 

this purpose, we employ similarity check to compare the 

new pattern vector with each pattern vector in the matrix. 

If it is a new pattern, it will be added to the matrix; 

otherwise, the vector’s weight is incremented by one (line 

5-9). There is a chance that there is an outlier pattern. 

Therefore, the controller calculates an attack certainty 

variable, µ, for pattern aggregation in pattern matrix using 

equation (2). If it is greater than a threshold, such as 50%, 

the controller generates a blocking ruleset for XFirewall 

(lines 14-15). The pattern matrix is flushed after each 

time window.  

 

 
(2) 

 

Algorithm 4: SYN pattern aggregation and blocking 

ruleset generation 

1: for each agent in agent cluster do: 

2:        check pattern message timestamp (window ID) 

3:        if message fresh then 

4:               if pattern new 

5:                      add pattern to matrix 

6:             else 

7:                      increment pattern’s weight 

8:             end if 

9:        else  

10:               discard message 

11:        end if 

12: end for 

13: calculate µ 

14: if µ >= threshold then 

15:        generate ruleset for XFirewall 

16: else 

17:        flush pattern matrix 

18: end if 

19: check the next window of reported patterns 

20: return ruleset 

4. MITIGATION APPROACH 

In the normal scenario (e.g., no ongoing attack), agents 

operate in stand-by mode and controller runs network 

status monitoring algorithm. The application server 

successfully responds to the clients’ requests and the 

server does not trigger an alert message. Figure 7 depicts 

the system processes in the normal case. 
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Fig. 7.  System processes when no SYN flooding attack UML sequence 

diagram 

However, when the system detects a SYN attack, we 

employ XFirewall, presented in our previous paper [14], 

to mitigate DDoS attacks. If the agents recognize the 

attack patterns in the deep-screening mode, then these 

agents report the patterns to the controller. Afterwards, the 

controller aggregates the reported patterns and generates 

new and customized iptables rules to block the identified 

attack patterns. Finally, an XFirewall is created and 

configured with the new security rulesets. Distinguished 

from other work that concentrates on blocking the attack 

source IP addresses, these generated rulesets aim to block 

the attack pattern using other packet features. This 

addresses attacks using spoofed IPs.  

When system of the organization is no longer under SYN 

flooding attack, e.g. the incoming traffic rate returns to 

normal rate and the overwhelmed server effectively 

responds to clients’ requests, the controller requests an 

XFirewall removal. Figure 8 shows the interactions 

between the defense system components and the lifetime 

of XFirewall for the attack case. 

 

 

Fig. 8.  Collaborative detection system under SYN flooding attack UML 

sequence diagram 

5. RESULTS AND DISCUSSION 

This section describes the setup of our experimental 

environment and the implementation of the proposed 

detection system. It presents the results of our testing 

scenarios and discusses the efficiency of the proposed 

defense approach.  
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5.1 Environmental setup 

The simulation environment was used to validate the 

functionality and the interactions between the system 

objects including alert protocol, the controller, agents, and 

XFirewall.  

The testbed setup for the experiments was simulated in 

Oracle VM VirtualBox. The physical host resources were: 

Intel Core i7 processor and 16 GB memory. The host 

system used Windows 10 operating system while Ubuntu 

18.04 (64-bit) installed on the VMs. The proposed system 

was implemented using three Python scripts: alert 

protocol, the agent detection functionality, and the 

controller detection functionality. We deployed an HTTP 

server (1 vCPU and 2 GB RAM) to simulate an 

overwhelmed application server. The system included two 

screening agents. The virtual environment also included 

other two VMs: DDoS node and legitimate user. DDoS 

node sent malicious SYN packets using Hping3 tool 

[15]. The legitimate user VM simulated normal traffic 

(http requests).  

Each agent calculated the traffic rate (pkts/sec) in its 

assigned link, then it sent the rate to the controller. The 

high incoming traffic rate and receiving an alert message 

from the web server caused the controller to check the 

ratio of SYN packets. After founding it exceeded the 

threshold, the controller sent a pattern start scanning 

request to the detection agents. Each agent captured three 

sample windows of SYN packets and extracted the packet 

features using Tshark. Then the extracted data is saved 

into a samples.csv file. The script loaded the extracted 

packet features from the samples.csv file and used the 

DBSCAN algorithm imported from the sklearn library 

[16] to cluster the sample packets. 

The two agents reported identical patterns in the TCP/IP 

packet features. The controller generated the iptables 

ruleset based on the detected pattern. To simulate the 

instantiation of XFirewall, we first created a VM, then 

this VM used as XFirewall. It was configured with 

routing rules and blocking ruleset by the screening 

controller and the traffic redirected through XFirewall. 

However, when the DDoS VM stopped sending SYN 

packets, the controller securely logged to the router and 

changed traffic routing to normal. 

 The system nodes communicated automatically with each 

other during the detection and mitigation stages. Table 3 

details the implementation of the types of 

communications. 

Table 3: System communications 

Communication 

parties 
Message type 

Communication 

protocol 

Application server to 

the controller 
component 

Alert message UDP 

The controller to 

router  

Adjust route to make 

XFirewall the next hop 
SSH 

The controller to 
XFirewall 

Iptables ruleset SSH 

Between the 

controller and the 

agents 

Start or stop pattern 

scanning  request 
message, 

Reported detected pattern 

UDP 

5.2 Results 

The performance of the proposed approach was evaluated 

using three metrics: transaction rate, response time, and 

the received normal and malicious traffic rates by the 

server. We found that applying our system did not 

degrade the normal performance. The evaluation testing 

includes three scenarios: attack-free, light-rate attack, and 

high-rate attack described in Table 4. In each attack 

scenario, we present the results with and without our 

mitigation.  

Table 4: Testing scenario description 

Scenario 
Legitimate 

traffic (Http 
requests/second) 

Attack traffic 
(SYN packets 

/second) 

T
est 

cases 

Attack-free 1,000 0 
5 

tests 

Light- rate 
attack 

1,000 1,000 
5 

tests 

High- rate 
attack 

1,000 5,000 
5 

tests 

 

5.2.1 Attack-free scenario 

 
(a) Transaction rate 

 
(b) Response time 

 
(c) Traffic rate 

Fig. 8 Attack-free scenario 
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In this scenario, the server’s performance was measured 

under only legitimate requests trying to access the web 

server. This scenario was used as a baseline for 

comparison with the other attack scenarios. As we can see 

from Figure 8 (a), the server was able to process the 

legitimate requests at the rate of approximately 2300 

requests/sec. Figure 8 (b) shows the server took around 40 

ms to response to each request. The received http requests 

rate was 1000 requests/sec as shown in Figure 8 (c).  

5.2.2 Light-rate attack scenario 

In this scenario, the attack has significantly affected the 

server’s performance compared to the attack-free scenario. 

The server’s ability to process the legitimate requests 

decreased by three times and the server responded slowly 

to legitimate requests, as can be seen in Figure 9 (a) and 

(b). These results illustrate the impact of the attack on the 

QoS. However, when our mitigation was in action, the 

server’s performance returned to the normal rates. Figure 

9 (c) shows the number of legitimate requests dropped 

during the attack as some users couldn’t complete the 

handshake process with the server. This rate returned to 

normal at second 27, when our mitigation (XFirewall) 

was applied. The attack SYN packets were completely 

blocked by XFirewall, indicating its effectiveness in 

blocking the attack traffic as shown in Figure 9 (d). 

 

 

 

 

 

 

5.2.3 High-rate attack scenario 

After launching a high rate attack, the server either 

became extremely slow in processing the legitimate 

requests (40 – 55 requests/sec) or even unresponsive in 

two cases (tests 1 and 4) in the absence of our defense 

system. However, the server was able to respond the 

clients’ requests at the normal rate when our mitigation 

was applied. Figure 10 (a) and (b) depict the results of the 

transaction rate and response time of the server in this 

scenario, indicating the latency in handling the user’s 

requests. The legitimate http requests rate was 1000 

requests/sec prior to the attack. However, it dropped 

significantly during the attack, achieving the best rate at 

450 requests/sec followed by an increase to the baseline 

rate after applying the mitigation as shown in Figure 10 

(c). By contrast, the bad traffic was completely filtered by 

XFirewall so no malicious SYN packets were received by 

the server (Figure 10 (d)). 

 

 

 

 

 

 

 

 

 

 

 
(a) Transaction rate 

 

 
(b) Response time 
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(d) Malicious traffic 
Fig. 9. Light-rate attack scenario 
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(a) Transaction rate 

 
 

 
(b) Response time 

 
 

 
(c) Normal traffic 

 
(d) Malicious traffic 

Fig. 10. High-rate attack scenario 
 

6. CONCLUSIONS AND FUTURE WORK 

SYN flooding attack is a sophisticated form of DDoS 

attack, which is especially hard to detect when spoofed IP 

addresses are used. Detection methods that rely on 

signature-based techniques or supervised machine 

learning algorithms cannot detect zero-day attack patterns. 

Moreover, traditional firewalls use predefined rulesets 

requiring manual updates by administrators. This paper, 

however, presents a collaborative detection mechanism 

through multiple screening agents and a screening 

controller. The agents deploy unsupervised clustering 

algorithm to detect unknown SYN patterns in the TCP/IP 

packets’ headers. The controller  aggregates the reported 

SYN patterns by agents then generates dynamic filtering 

rules. To mitigate the SYN flooding attack, the system 

uses on-demand firewall “XFirewall” that is automatically 

configured by the controller. The proposed solution is 

developed using the NFV paradigm to enable automatic 

instantiation of on-demand VNF.  

Our experimental results show that the SYN attack has 

been successfully blocked using dynamic filtering rules 

based on the detected pattern in SYN packets without 

administrator involvement or prior knowledge of 

configurations. 

 

 

 

 

 

Our suggested direction for future work is to develop a 

detection algorithm for SYN flooding attack in the new 

version of Internet Protocol (IPv6). Another  possibility is 

to design a detection framework that support multiple 

controllers. Finally, our detection algorithm uses 

predefined features for malicious pattern recognition, 

which can be improved by developing a dynamic 

approach to examine TCP/IP packet features and select 

the best features to detect attack SYN patterns.  
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